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Policy Statement: 
In General Marian University ("we," "the University," "our") provides numerous information technology 
resources for use by the Marian University community to support its educational mission. The use of 
these resources must be consistent with the goals of the University. As a member of the Marian 
University community, you are expected to act responsibly and to follow the University's guidelines, 
policies and procedures to ensure the University's workstation functions to be performed and the manner 
in which a workstation is to be secured. This policies and these procedures are required so that all 
workforce members understand the manner in which workstations are to be secure so as to maximize the 
security of confidential or sensitive electronic information. The University's workstation security policy is 
an extension of the acceptable-use policy available that can be reviewed 
here: https://my.marianuniversity.edu/OfficesAndServices/IT/SitePages/Acceptable%20Use%20Policy.as
px.  

Effective immediately, Marian University will implement physical safeguards for all workstations that 
access confidential or sensitive electronic information to better to restrict access to authorized users. 

For the purposes of this document, a workstation can be a desktop computer, dumb terminal, laptop, 
PDA, tablet PC, wireless computer equipment or any other electronic device used to access Marian 
University’s network or information systems. 

This policy includes the following guidelines and the requirement of each Marian University community 
member, including faculty, students, staff or other users to: 

Recognize limitations to privacy of information that may visible from individual’s work 
station. You may have an expectation that the contents of what you write, create, store and send be seen 
only by those to whom you intend or give permission. However, the workstation security and the 
protection of protected, confidential, or private information on shared systems and networks is 
approximately that of any visible paper documents in an unsealed envelope--generally respected, but 
reachable by someone determined to do so. Also note that, as part of their responsibilities, technical 
managers or other persons may need to view the contents to diagnose or correct problems. 

Workstations may be used for lawful and permitted purposes only. Use of Marian University 
workstations for unlawful purposes or for uses not specifically permitted by the University, or assisting 
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another in such use, is a serious violation of University policies and grounds for disciplinary action and 
other sanction. 

In the University's discretion to maintain continued reasonable services to the rest of the community, or in 
cases of irresponsible use, units providing resources may suspend privileges and may disallow connection 
of computers (even personal ones) to the campus network or take or recommend other action necessary or 
appropriate. System maintenance may involve the investigation of technical problems or possible 
unauthorized or irresponsible. Marian University users are expected to cooperate with investigations by 
resource managers or other University officials. Failure to cooperate with official investigations may be 
grounds for suspension or loss of access privileges or other action determined by the University. Cases of 
apparent abuse or violation of University guidelines, policies or procedures will be referred to the 
appropriate University body for action. 

Issues concerning these guidelines or allegations of harassment or other irresponsible use of the 
information technology resources should be brought in writing to the attention of the Vice President for 
Student Life or the Director of Information Technology. 

Passwords. You may be given passwords for accessing on-line networks ("Marian passwords") and be 
authorized to use one or more Marian password for specific purposes. You are responsible for 
maintaining all Marian passwords in confidence and not to disclose or make available any to third parties 
without our prior written consent. You will be held responsible and will be liable for any harm resulting 
from your disclosing or allowing disclosure or improper use of a Marian password. 

1. Faculty and staff must change their password periodically not to exceed 90 days between 
password changes. 

2. Students must change their password periodically not to exceed 180 days between password 
changes. 

3. Exceptions will be evaluated on a case-by-case basis and may apply for express purposes 
such as application login accounts used by automated processes and not directly accessible by 
students, faculty, or staff. 

Unattended workstations. Whenever possible, users should lock their workstation screens or lock down 
their equipment when leaving their work area. 

1. Managers and supervisors will communicate and enforce user-logoff of workstations whenever 
possible such as when users leave their workstations and at the end of the workday. 

A. All workstation access must be through user authentication. 

B. Password protected screen savers should be invoked by users when workstations are 
left unattended to deter unauthorized users, except in the case of publicly shared multi-
purpose workstations such as those used for testing, publications research, class room or 
meeting room presentations. 

2. Automated screensaver activation intervals will be short in length (e.g., not more than 20 
minutes of inactivity for faculty and staff). The will exact interval is dependent upon the location 
and accessibility of the workstation and its use within student restricted areas.  



 
• Exceptions will be evaluated on a case-by-case basis and may apply to academic 

usage such as a machine whose classroom purpose is to present other than student 
sensitive data to students. 


